Bs Cug:

closed user groups for everyone :-)

Andrej A THIS IS A STEP-BY-STEP GUIDE TO CREATE A

Sam Blume  C|. OSED USER GROUP (MEMBER SECTION,
PASSWORD-SECURED AREA) USING A MYSQL
DATABASE. WE USE Bs CuGDB WHICH EXTENDS
BlueShoes Bs Cuc.

. '\'.\_
o

Featurs:

- hack detection

- anti hack mechanism (Unix-like doubling of the timeout)

- built-in account lifecycle

- logging (with automatic db-table generation)

- checking case sensitive or not for usernames and passwords
- registered [additional] custom validators

Sour ce Locations:

corefauth/cug/Bs_Cug.class.php

core/auth/cug/Bs_CugDb.class.php

core/auth/cug/exampl es/cugdb/index.php and cug.inc.php [and create.sgl]

What you need:
- An exigting installation of PHP/MySQL/Apache (or 11S) and BlueShoes

- A website running BlueShoes.
- Some knowledge of PHP, understanding of how to use existing classes. Some
knowledge of how to use SQL/MySQL.

The example source files may be helpful if you get stuck or to copy/paste.
Create a new directory in your webroot, in my case that’s. /examples/Cug/

In that directory create an empty file with the name cug.inc.php.
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Part 1:

<?php
requi re_once($_SERVER] " DOCUMENT_ROOT" ] . "../lglobal.conf.php");
require_once($APP[ ' path'][' core'] . "auth/cug/ Bs_CugDh. cl ass. php');

$cug =& new Bs_CugDb(' nyExanpl eCug');

$cug- >l anguage = 'en'

$cug- >user DbNane = 'test';

$cug- >user Tabl eName = ' Exanpl eCug' ;
$cug- >l ogDbNane = "test';

$cug- >l ogTabl eName ' Exanmpl eCugLogi nLog'

Include the needed files. Then create a new instance. The CUG's name is'myExampleCug'.
We use two db tables. One where we manage and look up the users, and oneto log all login attempts. Change
these settings for your needs.

Part 2:

$dsn = array(
"name' =>'test', 'host'=>'"|ocal host', 'port'=>"3306', 'socket'=>
‘user'=>'"root', 'pass'=>""', 'syntax'=>'nysql', 'type' =>"nmysql

IE
if (isEx($bsDb =& get DbCbj ect ($dsn))) $dbAgent - >st ackDunp(' die');
$cug- >set DbObj ect ( $bsDb) ;

We need a connection to the db. Maybe you create one in your global.conf.php already, if so, you can use that
one. Then attach it to the cug using set DbObj ect () . Customize the dsn for your needs.

Part 3:

if (isSet($_CGET['logout'])) {
$cug- >l ogout () ;
$out Msg = "<font col or="green' ><b>You have | ogged out successfully.</b></font>"

}

It iswise to alow the user to log out. This way one can log in with a different name, or leave the computer.
Just add alink to "/Aogout=1" somewhere.

Part 4:
if (isSet($_GET['logout']) || !$cug->letMeln()) {
$l ogi nForm = $cug- >t r eat Logi nForn() ;
if ($loginForm === TRUE) ({
$t = $cug-> form >get Fi el dVal ue(' usernane');

$username = $t[0];

$cug- >bsSessi on- >regi ster (' user', $usernane);

redirect (' http://devel oper. bl ueshoes. org/i ndex. php');
}

?>

If the user just logged out, or is not logged in dready (I et Mel n() ) then we have to deal with the login form.
There are two options. We have to display the form, or we have to read the submitted form. Whatever it is,
treat Logi nFor m() handlesthisfor us. All we have to do is check the return vaue. If it was a successful
login, then we register the username into the session. And then we redirect to the frontpage. Change the URL
for your needs.
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Part 5:

<! DOCTYPE HTML PUBLIC "-//WBC//DTD HTM. 4.0 Transitional//EN'>

<htm >
<head>

<title>BlueShoes - Closed User Goup</title>

<link href="http://ww. bl ueshoes. org/ default.css" rel ="styl esheet">
</ head>

<body | ef t mar gi n="0" topmargi n="0">

<t abl e border="0" cell paddi ng=' 0" cellspacing="0" w dth="'100% height="100% >
<tr><td bgcol or='#212B43"' hei ght=' 20' >&nbsp; </ td></tr>
<tr><td bgcolor="white' height="1"></td></tr>
<tr><td bgcol or ="' #2E3C5E' hei ght =' 50' >&nbsp; </ td></tr>
<tr><td bgcolor="white' height="1"></td></tr>
<tr>
<td align="center" valign="m ddl e">
<tabl e wi dt h=" 350" ><t r ><t d>

<h2>cl osed user group</h2>

<?php

if (isSet($outMsg)) {

echo $out Msg . "<br><br>"

echo $l ogi nFor m
?>
</td></tr></tabl e>
</td>
</tr>
<tr><td bgcolor="white' height="1"></td></tr>
<tr><td bgcol or=' #2E3C5E' hei ght =' 50' >&nbsp; </ td></tr>
<tr><td bgcolor="white' height="1"></td></tr>
<tr><td bgcol or="#212B43" hei ght ="' 50' >&nbsp; </td></tr>
</t abl e>

</ body>
</htm >
<?php

exit;
}

?>

Thisis pretty much only the html page. It has some PHP in the body and at the end. It's the login screen, and
the login form is spitted out in the middle. The Bs_Form package is used for that. *
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Now create anew empty file in the same directory with the name index.php.

<?php

i nclude './cug.inc.php'

?>

<! DOCTYPE HTML PUBLIC "-//WBC//DTD HTM. 4.0 Transitional//EN'>

<htm >

<head>
<title>Untitled</title>

</ head>

<body>

hel l o <?php echo $cug- >bsSessi on- >get Var (' user'); ?>
<br ><br ><br ><br >

<a href="<?php echo $_SERVER[' PHP_SELF']; ?>?l ogout =1" >| ogout </ a><br >

</ body>
</htm >

Thisisavery smple example page of the cug. Like all scripts that have to be secured by the cug have to
include the cug.inc.php on top. Later down this script welcomes the logged in user. And then ther€'salink to
log out.

That's it from the code side. What's missing? Right... the database.

The logins are managed in atable. So we need atable first. In the code we specified the name "ExampleCug’”.

CREATE TABLE Exanpl eCug (

I D I NT UNSI GNED NOT NULL AUTO_| NCREMENT DEFAULT O,
user VARCHAR(20) NOT NULL DEFAULT '',

pass VARCHAR(20) NOT NULL DEFAULT "',

i SActive TI NYI NT NOT NULL DEFAULT O,

start Dat eti me DATETI ME NOT NULL DEFAULT ' 0000-00-00 00: 00: 00
endDat et i me DATETI ME NOT NULL DEFAULT ' 0000-00-00 00: 00: 00'

PRI MARY KEY ID (ID),
KEY user (user)

)k

ID is the unique identifier of the table.

user is the username.

pass is the password.

isActive isaflag that telsif the account is active or not. O=inactive, 1=active.

sartDatetime  if used, the account will become active on that datetime. But only if isActiveis 1, not O.
endDatetime if used, the account will expire on that datetime.

And thenwewant 3 different logins.

I nsert Into Exanpl eCug (user, pass, isActive, startDatetinme, endDatetine) VALUES
(‘alanis', 'norisette', 1, "', '');

Insert Into Exanpl eCug (user, pass, isActive, startDatetime, endDatetinme) VALUES
("bill", "gates', 0, '2090-01-01 12:00:00', "'');
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I nsert Into Exanpl eCug (user, pass, isActive, startDatetinme, endDatetine) VALUES
('student', 'holiday', 1, '2003-10-25 00:00:00', '2004-11-30 23:59:59');

The account for aanis is active right away. Bill’s account would become active on January 1 2090, but it’'s set
to inActive. Student’s account will become active on 2003/10/25 and will automatically expire on 2004-11-30.
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That was it. Point your browser at the new url, in my case that is
http://www.blueshoes.org/ bsCore/auth/cug/examples/cugdb/.

4} Blueshoes - Closed User Group - Microsoft Internet Explorer B =] S|

File Edit \Wiew Favorites Tools Help

dmBack ~ = - () ot | {Qhsearch [ Favorites EfMedia | By S ™

Address I http: fwwe blueshoes, orgf_bsCorefauthfcugfexamplesfcugdb)

closed user group

Login

Username® I

Password® I

Login |

|&] Done l_ l_ l_ |4 Internst

R

Additional notes:

- If the db table does not have the fieldsi sActive, startDatetime and endDat et i me then the
lifecycle feature will be ignored.

- To prevent smultanous logins with the same account, check Bs_CugDb->killOldSessions().

- To use additiond login validation code, check Bs Cug->registerValidator().

. Bs_Cug uses an ingtance of Bs SimpleSession. *

- To manipulate the look/behavior of the login form, use Bs Cug->loadL oginForm(), and then access
$cug->form (instance of Bs Form ™) directly.

- To use hack detection (Bs_Cug->looksLikeHack()) you need the knowledge base with the bad
usernames/passwords.

References
1 Bs Form, see http://www.blueshoes.org/en/framework/html/form/
2  Seethe class core/net/http/session/Bs_SimpleSession.class.php and the HOWTO
http://www.blueshoes.org/howtos/Bs SimpleSession.howTo.pdf
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